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ABSTRACT : 



In one embodiment, a product distribution management system includes a product 
management center. The product management center includes a management device to 
receive product security data on a product from a distribution site and a product 
management database to store the data received from the distribution site for use 
in a product authentication process. The data includes product identification 
information and security information used to authenticate the product. 

27 Claims, 9 Drawing figures 
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Brief Summary Text (16) : 

In yet another embodiment, a product authentication method includes retrieving tag 
identification information identifying a product at a first distribution site by 
reading an electronic tag attached to the product ; associating the tag 
identification information with first security information relating to the product 
to generate a first distribution record, the first security information including 
product -distribution- related information; transmitting the first distribution 
record to a product management center that is provided at a remote location from 
the first distribution site; storing the first distribution record in the product 
management center; retrieving the tag identification information at a second 
distribution site by reading the electronic tag attached to the product, wherein 
the product has been received from the first distribution site; generating product 
data including the tag identification information at the second distribution site; 
transmitting the product data to the product management center from the second 
distribution site; retrieving at least a portion of the first distribution record 
from the product management center using the product data; evaluating the 
authenticity of the product using the retrieved portions of the first distribution 
record; and storing a result of the evaluation to the product management center. 

Detailed Description Text ( 4 ) : 

The manufacturer 100 manufactures a product 180 and ships it to a 
distributor/wholesaler 110. The distributor/wholesaler 110 ships the received 
product 180 to a retailer 120. The retailer 120 sells the product 180 to a consumer 
160. The tag management center 150 makes and provides a tag 170, e.g., an 
electronic tag, to the manufacturer 100 . The product distribution management center 
130 stores and manages security information on the product 180 as it passes from 
one distribution site to another, e.g., the manufacturer 100, the 
distributor/wholesaler 110, the retailer 120, and the consumer 160. The product 
authenticity evaluation site 140 enables a person, e.g., a consumer, to 
authenticate the product 180. The tag 170 is an electronic device including a non- 
volatile memory for storing identification information. In the present embodiment, 
the information stored in the tag 170 is a unique identification information that 
is associated with a given product to identify and authenticate it. In another 
embodiment, the tag, 170 is a non-electronic device, e.g., a bar code. 

US Reference Patent Number ( 5 ) : 
5768384 

US Reference Patent Number (16) : 
6442276 



22. A product authentication method, comprising: retrieving tag identification 
information identifying a product at a first distribution site by reading an 
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electronic tag attached to the product ; associating the tag identification 
information with first security information relating to the product to generate a 
first distribution record, the first security information including product- 
distribution-related information; transmitting the first distribution record to a 
product management center that is provided at a remote location from the first 
distribution site; storing the first distribution record in the product management 
center; retrieving the tag identification information at a second distribution site 
by reading the electronic tag attached to the product, wherein the product has been 
received from the first distribution site; generating product data including the 
tag identification information at the second distribution site; transmitting the 
product data to the product management center from the second distribution site; 
retrieving at least a portion of the first distribution record from the product 
management center using the product data; evaluating the authenticity of the 
product using the retrieved portions of the first distribution record; and storing 
a result of the evaluation to the product management center for use in a product 
authentication process at the third distribution site. 
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ABSTRACT : 



In one embodiment, a product distribution management system includes ' a product 
management center. The product management center includes a management device to 
receive product security data on a product from a distribution site and a product 
management database to store the data received from the distribution site for use 
in a product authentication process. The data includes product identification 
information and security information used to authenticate the product. 

27 Claims, 9 Drawing figures 
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